CME Gateway: Implementation Guide
I. Overview

What is the CME Gateway
It is an aggregation of CME credits (and other continuing education credits) issued by participating medical societies.  It consists of a cross-platform data standard, software tools for collecting and aggregating this data, and a Web site to allow physicians to display and print reports from this data.

What it is not
It is not a long-term CME storage facility.  Storage of CME credits remains in the control of each participating society.  Each society shares only the data they wish to share. 

Functional Description
The gateway requests information from participating societies for an individual user by cross-referencing the users’ unique member id for each society to a single gateway id (this process is referred to as “customer binding” throughout this document).  A gateway user’s member ids are then used to collect and aggregate CME data from participating societies and used to generate online reports.

Information about users and their educational credits is made available to the gateway by participating societies via a “Web Services” model.  When a user creates a new account or an online CME report, the gateway queries participating societies via a HyperText Transfer Protocol (HTTP POST) request, and the societies respond with data in an open data standard using the eXtensible Markup Language (or XML).   This process is basically the same as serving any dynamic content through a Web site.  Thus, the use of HTTP and XML make it possible to implement the service in a wide variety of development environments (.NET, PHP, JSP, CFM, etc.).  
II. Process Diagrams
User Experience
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System Communication
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III. Web Service Specification: customer_binding
Overview

The gateway can request information from participating societies for a given user by cross-referencing unique member ids for each society to a single gateway id.  This process will typically occur only once per society for a given user – when that user initially signs up to use the CME gateway service.   At the time the user enters a username and password for the society, the gateway will query the web service for that society to authenticate the user and retrieve a unique member identifier (such as a member number).  This identifier will be used in all future CEU_ORDER requests.  

Input: HTTP POST
Participating societies must provide a “customer_binding” service (ideally encrypted with SSL) that accepts three HTTP POST parameters.
	POST Parameter
	Discussion

	customer_username_crypt
	(string) Username to authorize and bind.  Although the variable name includes “crypt” to support possible future encryption, it is not currently implemented (username always sent as plaintext).

	cusomter_password_crypt
	(string) Password to authorize and bind.  Although the name includes “crypt” to support possible future encryption, it is not currently implemented (password always sent as plaintext).

	customer_binding_crypt_method
	(string) Specifies the mechanism used to encrypt the username and password (plaintext, md5, sha-1, sha-256, etc.).  Currently only “plaintext” is supported.


Example:
https://example-society.org/customer_binding.ext

?customer_username_crypt=NedBaker&customer_password_crypt=mYpAsSwOrD&customer_binding_crypt_method=plaintext
In this example, the application “customer_binding.ext” on the example-society.org secure server is being asked to provide binding data about the user with username “NedBaker” using the password “mYpAsSwOrD”.  

Output: customer_binding XML
The customer_binding service should respond with XML data that conforms to the customer_binding.dtd schema (see section V below).    There are two basic cases: 1) A successful binding and 2) a binding exception (i.e. invalid username and/or password).
Example Successful customer_binding response:

<?xml version="1.0" encoding="UTF-8"?>
<!DOCTYPE CUSTOMER_BINDING SYSTEM "http://ceu.rsna.org/customer_binding.dtd">

<CUSTOMER_BINDING>

<CUSTOMER_BINDING_SOCIETY_ID>EXAMPLE</CUSTOMER_BINDING_SOCIETY_ID>

<CUSTOMER_BINDING_REPORT_DATE>2004-07-13</CUSTOMER_BINDING_REPORT_DATE>

<CUSTOMER_BINDING_CRYPT_METHOD>plaintext</CUSTOMER_BINDING_CRYPT_METHOD>

<CUSTOMER CUSTOMER_ID="01234567">


<STATUS STATUS_CODE="0">OK</STATUS>


<CUSTOMER_USERNAME_CRYPT>NedBaker</CUSTOMER_USERNAME_CRYPT>


<CUSTOMER_PASSWORD_CRYPT>mYpAsSwOrD</CUSTOMER_PASSWORD_CRYPT>

</CUSTOMER>
</CUSTOMER_BINDING>
Example Unsuccessful customer_binding response:

<?xml version="1.0" encoding="UTF-8"?>
<!DOCTYPE CUSTOMER_BINDING SYSTEM "http://ceu.rsna.org/customer_binding.dtd">

<CUSTOMER_BINDING>

<CUSTOMER_BINDING_SOCIETY_ID>EXAMPLE</CUSTOMER_BINDING_SOCIETY_ID>

<CUSTOMER_BINDING_REPORT_DATE>2004-07-13</CUSTOMER_BINDING_REPORT_DATE>

<CUSTOMER_BINDING_CRYPT_METHOD>plaintext</CUSTOMER_BINDING_CRYPT_METHOD>

<CUSTOMER CUSTOMER_ID="">


<STATUS STATUS_CODE="-1">User record not found.  Contact Example  Society membership at membership@example-society.org for more information.</STATUS>


<CUSTOMER_USERNAME_CRYPT>NOTNedBaker</CUSTOMER_USERNAME_CRYPT>


<CUSTOMER_PASSWORD_CRYPT>NOTmYpAsSwOrD</CUSTOMER_PASSWORD_CRYPT>

</CUSTOMER>
</CUSTOMER_BINDING>

IV. Web Service Specification: ceu_order
Overview

In order to generate reports, the gateway can request a user’s CME report (or “ceu_order”) from a participating society for a given user using his or her member id retrieved in the customer_binding step above.  

Each report includes a small amount of information about the user (unique identifier, name, address, etc.), and a series of CEU reports for the user (“CEU” was chosen over “CME” to allow future expansion to include other educational credit types).  

In turn, each CEU report includes a small amount of information about the program (sponsor, location, activity type, etc.), and a series of CEU Detail reports.  Each CEU Detail report has a type associated with it such as “CME” or “MOC”,  a “focus” (i.e. the subspecialty for CME, or the competency for MOC), the number of credits, and the category of those credits.  

For the example below, here an example transcript:
Example Society Transcript

Continuing Medical Education Credits

Ned Baker

Member Id:_01234567__
42 Xyzzy Drive

Fred, VA  22222

Category 1

	Name of accredited sponsor
	Activity Name
	Location

(if live meeting)
	Date
	Credits
	Subspecialties
	Maintenance of Certification
	Activity Type

	Example Society
	Symposium on Radiology of the Pneumoconioses
	McLean, VA
	Oct 21, 2001
	17
	
	Patient Care 

Professionalism 
	Group Learning 



	Example Society
	PET Imaging Conference--June 2003
	Hilton Head Island, SC
	June 15, 2003
	13.25
	Mammography 3

PET 13.25
	Medical Knowledge 

Systems-based Practice 
	Self-Assessment 



	
	
	
	
	
	
	
	


Total Overall Category 1 Credits: 30.25
Total Category 1 Subspecialties Credits: 16.25
Input: HTTP POST
Participating societies must provide a “ceu_order” service (ideally encrypted with SSL) that accepts a single HTTP POST parameter.

	POST Parameter
	Discussion

	customer_id
	(string) Id of user to get a CME report.


Example:

https://example-society.org/ceu_order.ext?customer_id=01234567

In this example, the application “ceu_order.ext” on the example-society.org secure server is being asked to provide a report about the user with id “01234567”. 

Output: ceu_order XML

The ceu_order service should respond with XML data that conforms to the ceu_order.dtd schema (see section V below).    There are two basic cases: 1) A successful report and 2) an exception (i.e. invalid customer_id).

Example Successful ceu_order response:

<?xml version="1.0" encoding="UTF-8"?>
<!DOCTYPE CEU_ORDER SYSTEM "http://ceu.rsna.org/ceu_order.dtd">
<CEU_ORDER>

<CEU_ORDER_SOCIETY_ID>ACR</CEU_ORDER_SOCIETY_ID>

<CEU_ORDER_REPORT_DATE>2004-07-13</CEU_ORDER_REPORT_DATE>

<CUSTOMER CUSTOMER_ID="01234567">


<STATUS STATUS_CODE="0">OK</STATUS>


<CUSTOMER_FIRST_NAME>Ned</CUSTOMER_FIRST_NAME>


<CUSTOMER_LAST_NAME>Baker</CUSTOMER_LAST_NAME>


<CUSTOMER_ADDRESS_1>42 Xyzzy Drive</CUSTOMER_ADDRESS_1>


<CUSTOMER_ADDRESS_2/>


<CUSTOMER_CITY>Fred</CUSTOMER_CITY>


<CUSTOMER_STATE>VA</CUSTOMER_STATE>


<CUSTOMER_POSTAL_CODE>22222</CUSTOMER_POSTAL_CODE>


<CUSTOMER_COUNTRY>US</CUSTOMER_COUNTRY>


<CEU CEU_ID="1">



<CEU_SPONSOR>ACR</CEU_SPONSOR>



<CEU_PROGRAM>Pneumo Symposium 2001</CEU_PROGRAM>



<CEU_SESSION_DESCRIPTION>Symposium on Radiology of the Pneumoconioses</CEU_SESSION_DESCRIPTION>



<CEU_SESSION_LOCATION>McLean, VA</CEU_SESSION_LOCATION>



<CEU_DATE_EARNED>2001-10-21</CEU_DATE_EARNED>



<CEU_DETAIL DETAIL_TYPE="MOC">




<CEU_FOCUS>Patient Care</CEU_FOCUS>



</CEU_DETAIL>



<CEU_DETAIL DETAIL_TYPE="MOC">




<CEU_FOCUS>Professionalism</CEU_FOCUS>



</CEU_DETAIL>



<CEU_TOTAL>




<CEU_CREDIT>17</CEU_CREDIT>




<CEU_CREDIT_TYPE>CAT1</CEU_CREDIT_TYPE>



</CEU_TOTAL>



<CEU_ACTIVITY_TYPE>Group Learning</CEU_ACTIVITY_TYPE>


</CEU>


<CEU CEU_ID="2">



<CEU_SPONSOR>ACR</CEU_SPONSOR>



<CEU_PROGRAM>Pet Imaging 2003</CEU_PROGRAM>



<CEU_SESSION_DESCRIPTION>PET Imaging Conference -- June 2003</CEU_SESSION_DESCRIPTION>



<CEU_SESSION_LOCATION>Hilton Head Island, NC</CEU_SESSION_LOCATION>



<CEU_DATE_EARNED>2003-06-15</CEU_DATE_EARNED>



<CEU_DETAIL DETAIL_TYPE="CME">




<CEU_FOCUS>Mammography</CEU_FOCUS>




<CEU_CREDIT>3</CEU_CREDIT>




<CEU_CREDIT_TYPE>CAT1</CEU_CREDIT_TYPE>



</CEU_DETAIL>



<CEU_DETAIL DETAIL_TYPE="CME">




<CEU_FOCUS>PET</CEU_FOCUS>




<CEU_CREDIT>13.5</CEU_CREDIT>




<CEU_CREDIT_TYPE>CAT1</CEU_CREDIT_TYPE>



</CEU_DETAIL>



<CEU_DETAIL DETAIL_TYPE="MOC">




<CEU_FOCUS>Medical Knowledge</CEU_FOCUS>



</CEU_DETAIL>



<CEU_DETAIL DETAIL_TYPE="MOC">




<CEU_FOCUS>Systems-based Practice</CEU_FOCUS>



</CEU_DETAIL>



<CEU_TOTAL>




<CEU_CREDIT>13.25</CEU_CREDIT>




<CEU_CREDIT_TYPE>CAT1</CEU_CREDIT_TYPE>



</CEU_TOTAL>



<CEU_ACTIVITY_TYPE>Self-Assessment</CEU_ACTIVITY_TYPE>


</CEU>

</CUSTOMER>
</CEU_ORDER>
Example Unsuccessful ceu_order response:

<?xml version="1.0" encoding="UTF-8"?>
<!DOCTYPE CEU_ORDER SYSTEM "http://ceu.rsna.org/ceu_order.dtd">

<CEU_ORDER>

<CEU_ORDER_SOCIETY_ID>ACR</CEU_ORDER_SOCIETY_ID>

<CEU_ORDER_REPORT_DATE>2004-07-13</CEU_ORDER_REPORT_DATE>

<CUSTOMER CUSTOMER_ID="01234567">


<STATUS STATUS_CODE="-1">User record not found.  Contact Example  Society membership at membership@example-society.org for more information.</STATUS>



</CUSTOMER>
</CEU_ORDER>
Please note: The above response technically does not conform to the ceu_order DTD (which requires a CUSTOMER record to contain CUSTOMER_FIRST_NAME, CUSTOMER_LAST_NAME, CEU, and other records).  However, the gateway will recognize this as a valid error response regardless.  
V. CME Credit Feed Web Service Specification
Overview

The CME Gateway also provides a service that allows participating organizations to pull credits from other societies that would allow you to do so. This adds another layer to the previously mentioned system communication (new cme gateway service circled in red):
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INPUT: HTTP GET

In order for a society to be able to pull credit information for a specific customer, several things need to happen.

1) First, each participating society that provides the CME Gateway with credit information needs to approve your society to allow their customer’s CME credit information to be made available to you. If a provider society does not authorize your society, you will not be able to pull credit information for any customers you have that are connected with that provider society.
2) Second, you need to have customers bind to your society much in the same way they bind to societies that provide the CME Gateway with credit information. Successfully creating a customer bind is covered in Section III of this document.
3) Once a bind is created, you can view all credit information we have for a customer by calling our public webservice. Information about our webservice is below:
· URL: http://cmegateway.org/feed/credit_feed.php
· Test URL: http://test.cmegateway.org/feed/credit_feed.php
· Required GET Parameters:
· username: The username you use to login to the admin section of the CME Gateway.
· password: The password you use to login to the admin section of the CME Gateway.
· customer: The customer ID you have associated with the customer you wish to pull credit information for.
· Example GET Request URL: http://cmegateway.org/feed/credit_feed.php?username=mysociety&password=mysocietypassword&customer=1234
4) If the customer was not found in our database as having a bind to your society you will receive an error message looking like:
<CEU_ERROR> <ERROR_CODE>CUSTOMER_NOT_OPTED_IN</ERROR_CODE>
<ERROR_MESSAGE>The customer ID you passed us was either not found, or the customer has not opted in with your society.</ERROR_MESSAGE>
</CEU_ERROR>
	5) If you provide an incorrect username/password, you can expect an error looking like:
<CEU_ERROR>
<ERROR_CODE>INVALID_LOGIN</ERROR_CODE> <ERROR_MESSAGE>Your society username and password were incorrect.</ERROR_MESSAGE>
</CEU_ERROR>
	


OUTPUT: CEU Order DTD
If all of the parameters passed in are valid, the resulting XML will follow the CEU Order DTD schema outlined in Section VI under “CEU Order DTD (Schema)”.

VI. Additional Materials
CUSTOMER_BINDING DTD (Schema)

The most recent version of this DTD is publicly available at:

http://ceu.rsna.org/customer_binding.dtd
<?xml version="1.0" encoding="UTF-8"?>
<!-- 

########################################################################

CME GATEWAY XML DTD

Description:


This dtd describes the layout for a valid xml document to be 

        used for transmitting user authentication information the 

        RSNA/ACR CME gateway.    A valid XML file formatted in 

        compliance with this DTD will allow a participating society to 

        "bind" an encrypted customer username/password to a customer id 

        for either a single radiologist, or a group of radiologists. 


Currently only the transfer of records for a single radiologist 

        is supported by the gateway.  This is done via an HTTP POST 

        request by the gateway to a Web service at the participating 

        society in the form:


https://domain.tld/path/to/service?customer_username_crypt=USER&customer_password_crypt=PW&customer_binding_crypt_method=plaintext


Currently only a "plaintext" encryption method is supposed, but

        is included as an option for future growth.

Revision History:


01/26/2004

1.0

Initial prototype version.


07/12/2004

1.3

Initial public version.

########################################################################

-->
<!ELEMENT CUSTOMER_BINDING (CUSTOMER_BINDING_SOCIETY_ID, CUSTOMER_BINDING_REPORT_DATE?, CUSTOMER_BINDING_CRYPT_METHOD?, CUSTOMER+)>
<!--
########################################################################

Binding XML must contain an id for the society providing the data (i.e. 

ACR, RSNA, etc.)

########################################################################

-->
<!ELEMENT CUSTOMER_BINDING_SOCIETY_ID (#PCDATA)>
<!--
########################################################################

Binding XML can contain a report date to allow for caching mechanisms. 

Should be in the form YYYY-MM-DD.

########################################################################

-->
<!ELEMENT CUSTOMER_BINDING_REPORT_DATE (#PCDATA)>
<!--
########################################################################

Binding XML can contain a an encryption type to specify what type of 

cryptographic hash was used to create CUSTOMER_USERNAME_CRYPT and 

CUSTOMER_PASSWORD_CRYPT from usernames and passwords.  Examples include 

"plaintext", "md5", "sha-1", "sha-256", etc.

Currently the CME gateway only supports "plaintext".  For this reason

binding requests should be sent over SSL (i.e. https://).

########################################################################

-->
<!ELEMENT CUSTOMER_BINDING_CRYPT_METHOD (#PCDATA)>
<!-- 

########################################################################

A customer bindings must be encapsulated in the CUSTOMER element.  

Although a valid customer_binding XML can contain multiple CUSTOMERS 

(doctors) allowing for a "mass import" of CUSTOMER data into the CME

gateway, for the HTTP POST transfer method only one CUSTOMER record 

is currently supported.

########################################################################

-->
<!ELEMENT CUSTOMER (STATUS, CUSTOMER_USERNAME_CRYPT, CUSTOMER_PASSWORD_CRYPT)>
<!-- 

########################################################################

ELEMENT CUSTOMER describes the basic information needed to bind a

username and password to a given customer id. 

Use the STATUS field to communicate success or failure about the 

retrieval of information about a given customer.  For example, a normal

transaction should contain a "0" status code such as the following:


<STATUS STATUS_CODE="0">OK</STATUS>

if a customer's account has been removed a non-zero status code should

be used along with a message to display to the user:


<STATUS STATUS_CODE="-1">User record not found.  Contact Example 

        Society membership at membership@example-society.org for more 

        information.</STATUS>

 ########################################################################

-->
<!ELEMENT STATUS (#PCDATA)>
<!ATTLIST STATUS


STATUS_CODE CDATA #REQUIRED

>
<!ELEMENT CUSTOMER_USERNAME_CRYPT (#PCDATA)>
<!ELEMENT CUSTOMER_PASSWORD_CRYPT (#PCDATA)>
<!ATTLIST CUSTOMER


CUSTOMER_ID CDATA #REQUIRED

>
CEU Order DTD (Schema)

The most recent version of this DTD is publicly available at:

http://ceu.rsna.org/ceu_order.dtd
<?xml version="1.0" encoding="UTF-8"?>
<!-- 

########################################################################

CEU GATEWAY XML DTD

Description:


This DTD describes the layout for a valid XML document to be 

        used for the RSNA/ACR CME gateway.  A valid XML file 

        formatted in compliance with this DTD will allow a participating

        society to communicate CME credits for either a single 

        radiologist, or a group of radiologists, for reporting by the 

        gateway.  


Currently only the transfer of records for a single radiologist 

        is supported by the gateway.  This is done via an HTTP POST 

        request by the gateway to a Web service at the participating 

        society in the form:


https://domain.tld/path/to/service?customer_id=UNIQUE_CUSTOMER_ID

        All activity data is referred to as "CEU" data instead of "CME" 

        data to allow for future expansion.

Revision History:


12/16/2003

1.0

Initial prototype version.


07/12/2004

1.6

Initial public version.

########################################################################

-->
<!ELEMENT CEU_ORDER (CEU_ORDER_SOCIETY_ID, CEU_ORDER_REPORT_DATE?, CUSTOMER+)>
<!--
########################################################################

CEU XML must contain an id for the society providing the data (i.e. ACR, 

RSNA, etc.)

########################################################################

-->
<!ELEMENT CEU_ORDER_SOCIETY_ID (#PCDATA)>
<!--
########################################################################

CEU XML can contain a report date to allow for caching mechanisms. 

Should be in the form YYYY-MM-DD.

########################################################################

-->
<!ELEMENT CEU_ORDER_REPORT_DATE (#PCDATA)>
<!-- 

########################################################################

ALL CEU credits must be encapsulated in the CEU_ORDER. Although a valid 

CEU XML can contain multiple CUSTOMERS (doctors) allowing for a "mass 

import" of CEU data into the gateway, for the HTTP POST transfer 

method only one CUSTOMER record is currently supported.

########################################################################

-->
<!ELEMENT CUSTOMER (STATUS, CUSTOMER_FIRST_NAME, CUSTOMER_LAST_NAME, CUSTOMER_ADDRESS_1, CUSTOMER_ADDRESS_2?, CUSTOMER_ADDRESS_3?, CUSTOMER_CITY, CUSTOMER_STATE?, CUSTOMER_POSTAL_CODE?, CUSTOMER_COUNTRY, CEU+)>
<!-- 

########################################################################

ELEMENT CUSTOMER describes the basic information needed for a particular

doctor. The CUSTOMER element also includes a CUSTOMER_ID attribute which

should match a unique id from the submitted institution.  A customer can

have one or many CEU ELEMENTS.  

Use the STATUS field to communicate success or failure about the 

retrieval of information about a given customer.  For example, a normal

transaction should contain a "0" status code such as the following:


<STATUS STATUS_CODE="0">OK</STATUS>

if a customer's account has been removed a non-zero status code should

be used along with a message to display to the user:


<STATUS STATUS_CODE="-1">User record not found.  Contact Example 

        Society membership at membership@example-society.org for more 

        information.</STATUS>

########################################################################

-->
<!ELEMENT STATUS (#PCDATA)>
<!ATTLIST STATUS


STATUS_CODE CDATA #REQUIRED

>
<!ELEMENT CUSTOMER_FIRST_NAME (#PCDATA)>
<!ELEMENT CUSTOMER_LAST_NAME (#PCDATA)>
<!ELEMENT CUSTOMER_ADDRESS_1 (#PCDATA)>
<!ELEMENT CUSTOMER_ADDRESS_2 (#PCDATA)>
<!ELEMENT CUSTOMER_ADDRESS_3 (#PCDATA)>
<!ELEMENT CUSTOMER_CITY (#PCDATA)>
<!ELEMENT CUSTOMER_STATE (#PCDATA)>
<!ELEMENT CUSTOMER_POSTAL_CODE (#PCDATA)>
<!ELEMENT CUSTOMER_COUNTRY (#PCDATA)>
<!ATTLIST CUSTOMER


CUSTOMER_ID CDATA #REQUIRED

>
<!-- 

########################################################################

ELEMENT CEU describes the basic information for the CEU credit acquired.

Detail information is stored in CEU_DETAIL ELEMENT, CEU_TOTAL ELEMENT, 

CEU_ACTIVITY_TYPE, and MOC_DETAIL. CEU can have 1 or many CEU_DETAIL and 

CEU_TOTAL. This allows us to break down the CEU credits my SPECIALTY 

(modality) and CEU_CREDIT_TYPE (should be in the format"CAT1", "CAT2", 

etc.)

This layout handles special CEU cases where the total SPECIALTY credits 

earned does not equal the CATEGORY credits earned.

Dr. Jim went to a single CEU class and earned:

1.0 Cat 1 credits for Mammography

1.0 Cat 1 credits for Ultrasound

This situation does not necessarily equal 2.0 CAT 1 Credits. The class 

itself may have only been worth 1.0 CAT 1 CREDITS. 

This is why there is a separate CEU_DETAIL ELEMENT (to hold specialties)

and a CEU_TOTAL ELEMENT to hold the totals for each CATEGORY

Other elements/notes:

CEU_ACTIVITY_TYPE should contain a simple string to describe the activity

type (or types) for a given CEU record.


Examples:  Accredited Group Learning Activities, Other Learning 

        Activities, Accredited Self-Assessment Program, Structured 

        Learning Projects, Practice Review and Appraisal, Educational 

        Development, Teaching and Research.

CEU_DETAIL supports the storage of MOCs and other activities.  The 

CEU_DETAIL - CEU_TYPE attribute to is a data-level descriptor (so the 

parser can know what the CEU_DETAIL fields describe). 

CEU_FOCUS may carry "subspecialty" data for CME, but "competency" for 

data for MOC).  


Examples: If DETAIL_TYPE="MOC", then CEU_FOCUS will carry 

                competencies: Patient Care, Professionalism, 

                Interpersonal and communication skills,  Medical 



knowledge, Practice-based Learning and Improvement, 

                Systems-based Practice


But if DETAIL_TYPE="CME", then CEU_FOCUS will carry 

                subspecialties:
Computed Tomography, Pediatric, 

                Chest, etc.




########################################################################

-->
<!ELEMENT CEU (CEU_SPONSOR, CEU_PROGRAM, CEU_SESSION_DESCRIPTION, CEU_SESSION_LOCATION?, CEU_DATE_EARNED, CEU_DETAIL*, CEU_TOTAL+, CEU_ACTIVITY_TYPE*)>
<!ELEMENT CEU_SPONSOR (#PCDATA)>
<!ELEMENT CEU_PROGRAM (#PCDATA)>
<!ELEMENT CEU_SESSION_DESCRIPTION (#PCDATA)>
<!ELEMENT CEU_SESSION_LOCATION (#PCDATA)>
<!ELEMENT CEU_DATE_EARNED (#PCDATA)>
<!ATTLIST CEU


CEU_ID CDATA #REQUIRED

>
<!ELEMENT CEU_DETAIL (CEU_FOCUS, CEU_CREDIT?, CEU_CREDIT_TYPE?)>
<!ATTLIST CEU_DETAIL


DETAIL_TYPE CDATA #REQUIRED

>
<!ELEMENT CEU_FOCUS (#PCDATA)>
<!ELEMENT CEU_CREDIT (#PCDATA)>
<!ELEMENT CEU_CREDIT_TYPE (#PCDATA)>
<!ELEMENT CEU_TOTAL (CEU_CREDIT, CEU_CREDIT_TYPE)>
<!ELEMENT CEU_ACTIVITY_TYPE (#PCDATA)>
Physician goes to gateway web site.  She can either: create a new account, update an existing account, or view/print CME reports. 





Create/Update








Print





Physician selects a new gateway-specific username and password to create a new account or logs into her existing account to update it.





Gateway uses stored society-specific unique identifiers for this physician to get CME data using the “ceu_order” service provided by each society.





Physician enters usernames and passwords for each society she is a member of.





Gateway validates usernames and passwords using the “customer_binding” service provided by each society, and then stores society-specific unique identifiers for this physician in her gateway account.





Gateway produces a printable report with all society-provided and self-attested credits for the physician.
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